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Activating your account

Look out for the activation email from
noreply@auth-

aac.secure.exerian.com.

Click on activation link to create the
Experian 2-Step Verification account.

-.- .
*experian.

Activate 2-Step Verification For Your Experian Account
HITEST,

At Experian, identity and data security is our utmaost priority and we uphold best-in-class
security standards. To better safeguard your Experian account, we are implementing
enhanced verification to your login process.

Rather than just asking for a Login ID and Password, an additional layer of security will
be added, like a security question answer or a One-Time Pin {(OTP). This will be used to
verify your identity each time you log in.

Your username is QWED003 @expnsso.com

Just click below to activate your account

Activate Now

This link expires in 7 days.

Create your password.

Setup your security question for

assword recovery in the future.

o Enter new password

Password requirements:
= Atleast 8 characters
« Alowercase letter

* An upper lener

« Anumber
* No pars of your username

* Your password cannot be any of your last 13 passwords

Repeat new password

Choose a forgot password question

\\'.'ret s the food you least Iiked as a child? ~

Answer

Create My Account

Activating your account
Security Question

Email OTP

Okta Verify

Set up your second verification method.

Only one method is required,
however, you can choose to setup more
than one method for your convenience.

a. -
texperian

Set up multifactor authentication

0 Okta Verify

Email Authentication
=

e Security Question




Setting up 2-Step Verification: Security Question

From the list, select one Security

Question and provide an answer.
Click on ‘Save'.
This will be used for login.

..' i
sexperian.
13
Setup secret question authentication

Answer

_

If you wish to set up only 1 method for
2-Step Verification, click on ‘Finish’.

If you wish to set up another method

for 2-Step Verification, click on any
‘Setup’ button.

er :
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Set up multifactor authentication

Enrolled factors

0 Security Question (]
Additional optional factors

0 Okta Verify

= Email Authentication

Home

Activatin

Email OTP

our account

Okta Verify

After completing your 2-Step
Verification method setup, click on the
application icon to continue to the

website.
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Home
Activating your account
Security Question

Okta Verify

Setting up 2-Step Verification: Email Authentication

* Look out for the OTP email from
noreply@auth-

* Click on “Send me the code” to » Enter the 6-digit OTP and click on

receive the email One Time Pin (OTP). “Verify”.

apac.secure.experian.com.

» The OTP is valid for 5 minutes.
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Experian 2-Step Verification: Verify Your Email Address

= <]
Faad -

Hi JASON, . L
Set up Email Authentication

Set up Email Authentication
j..s@experian.com. Check your em
Please use the following one-time code to verify your email address for the 2-5tep

Verification setup.

ma 658837 Verification code

658837

Send me the code

N %e
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Setting up 2-Step Verification: Email Authentication

If you wish to set up only 1 method for
2-Step Verification, click on ‘Finish’. « After completing your 2-Step
Verification method setup, click on

the application icon to continue to

If you wish to set up another method
for 2-Step Verification, click on any
‘Setup’ button.

the website.

*experian

Set up multifactor authentication
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° Security Question

Home

Activating your account

Security Question

Okta Verify




Setting up 2-Step Verification: Okta Verify

To setup “Okta Verify”, select device
type either “iPhone ” or “Android”.
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Download the “Okta Verify” application
from the App Store or Google Play store
onto your mobile device.

Select either “iPhone” or “Android” and
click on “Next”.
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Setup Okta Verify

Download Okta Verify from the App
Store onto your mobile device

Next

Home
Activating your account
Security Question

Email OTP

Launch Okta Verify app on mobile
device.

Select “Add an account” and Scan the
QR code.

Click on ‘Next’.

o,
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Setup Okta Verify




Home

Activating your account

Security Question

Setting up 2-Step Verification: Okta Verify ST
©

If you wish to set up only 1 method for
2-Step Verification, click on ‘Finish’.

Enter the 6-digit code from your Okta
Verify app.

After completing your 2-Step

Verification method setup, click on the
application icon to continue to the
website.

If you wish to set up another method

for 2-Step Verification, click on any

Click on ‘Verify'. ‘Setup’ button

.' . !.' .
*experian. Experian

Set up multifactor authentication
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Setup Okta Verify Work
Additional optional factors
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Home

Login

Login with Security Question
Login with Email OTP ]
Login with Okta Verify ]

Skip this step if you have only one verification

L " thod.
« Sign in with your existing User ID. MEmo

* New 2-Step Verification login screen.

If you have set more than one verification
method, please click on the drop-down arrow
icon to select your preferred verification method to
login.

» Enter your password.

P :
J experian.
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Sign In
{ ‘ ' User ID °

Having issues in logging in? Click here
to find out about the new 2 step Password
verification process. @ okta verify

Bl Email Authentication
: ° Security Question
||

Select an authentication factor




Home

Login

Login with Security Question E

* Answer the security question.

Upon successful login, you will be

redirected to the website.
» Click on ‘Verify’ to login. | WEDS

..' i
=experian.

a ’

Security Question

What is the name of your first stuffed
animal?

Verify
_ 8,
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Login with Emall Authentication

Look out for the OTP email from

noreply@auth-

apac.secure.experian.com.

Click on “Send me the code” to
receive the email One Time Pin (OTP).

The OTP is valid for 5 minutes.

.' s
" . !.experuan.
« EXpPerian.
a
Experian 2-Step Verification: Email One-Time Pin (OTP)
. -

Hi JASON,
Verify with Email Authentication

Send a verification code to j..s@experian.com
You are receiving this email because a request was made for a one-time pin that can be

used for authentication. Please use the following one-time pin for the verification:
Send me the code -

Home

Login ]
Login with Security Question
Login with Email OTP

Login with Okta Verify

Enter the 6-digit OTP and click on

“Verify”.
Upon successful login, you will be
redirected to the website.

P :
®experian.

K

Verify with Email Authentication
J..s@experian.com. Chec

Verification code

864274

Verify
I ..

e
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Home
Login ]
Login with Security Question ]

Login with Okta Verify o Ot

* Open Okta Verify app.

Upon successful login, you will be

* Enter 6-digit code from the app. s ey

* Click on ‘Verify'.

P ;
sexperian.
Okta Verify
Enter your Okta Verify passcode
Enter Code

8,
o 8c
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2-Step
Verification:

Reset your
password
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Forgot Password

If you have forgotten your Login
Password.

Click on ‘Forgot Password’ under the
‘Need help signing in’ section.

P :
?experian

SignIn

User ID

Password

Enter your User ID and click on “Reset
via Email”.

To reset password, we recommend that
you enter your User ID, instead of the
email address.

.,
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Reset Password

Email or Username

Reset via Email

Home
Reset pa ord

Unlock account

Forgot user ID/ Security Qn answer

You will receive an email with a “Reset
Password” link from noreply@auth-
apac.secure.experian.com.

The reset password link is valid for 1
hour.

o .
®experian.

Password Reset For Your Experian Account
Hi JASON,

We have received a password request for your Experian account. To reset your
password, please click the link below.

Reset Password -
@]

This link expires in 1 hour. . e
®

16



Forgot Password

» Enter the answer to the security question

for password recovery.

* Click on “Reset Password” to submit
your answer.

g,
' -
rexperian.

Answer Forgotten Password Challenge

What is the food you least liked as a child?

Show

Back to signin

« Enter your new password.

» Complete the process by clicking
“‘Reset Password”.

s,
- .
._experlcm.

Reset your Okta password

New password

Repeat password

Reset Password

Home

Unlock account

Forgot user ID/ Security Qn answer

Proceed to login by selecting your
second verification method.

Upon successful login, you will be
redirected to the website.

..' i
= experian.

| a =

Select an authentication factor

e Okta Verify

B Email Authentication

e Security Question
| .I s
Ba . eo
[
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2-Step
Verification:

Unlock your
account
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Unlock Account

Your account will be locked if you

Enter the wrong password 5 times, or

Enter wrong answer to security question 5

times, or

Enter wrong OTP via email or Okta Verify 5
times.

-, .
Texperian.

Sign In

n Unable to sign in

User 1D
AHPODOS
Password

Remember me

‘
. |

*experian

You will automatically receive an email

from noreply@auth-

apac.secure.experian.com.

Click on the link in the emaiil.
The link is valid for 1 hour.

*experian

Unlock Your Experian Account
Hi JASON,

Your Experian account has been locked due to too many failed login attempts. To unlock
your account, please click the link below.

This link expires in 1 hour.

Home

Reset password

Forgot user ID/ Security Qn answer

Enter your User ID and click on ‘Send

Email’.

To unlock account, we recommend that
you enter your User 1D, instead of the

email address.

-,
- "
._experlcn

Unlock account

a, .
experian.

Email sent!

Email has been sent to abc@abc.com with

instructions on unlocking your account.

Back to sign in . e
[ ] ®

19
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Unlock Account

You will receive another email from

noreply@auth-apac.secure.experian.com.

Click on the link in the email.
The link is valid for 1 hour.

*experian

Unlock Your Experian Account Request

Hi Jason,

An account unlock request was made for your Experian account. To unlock your
account, please click the link below.

This link expires in 1 hour.

Enter the answer to the security question
for unlock account. This is also the same
answer to reset password.

Click on “Unlock Account” to submit
your answer.

& . o
texperian

Answer Unlock Account Challenge

What is the food you least liked as a child?

¥
Unlock Account

., e
texperian

Account successfully unlocked!

Home

Reset password

Forgot user ID/ Security Qn answer

Once your account is unlocked, click

on ‘Back to sign in’.

You can now sign in with existing User
ID and password.

-, .
experian.

Sign In

User ID

Password

Sign In
_ @,

e
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2-Step
Verification:

Forgot User ID or
Answers to
Security Questions
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Home

Reset password
Unlock account

Forgot User ID or Answers to Security Questions

If you...
1. Forgot your User ID, or

2. Forgot your answer to the security question for login, or

3. Forgot your answer to the security question for unlock account,

Please contact your Administrator for assistance.

., .
*experian

Signin
I-------------l

User ID
1

h------------.
Password

Y :
*Sxperian.

a '

Security Question

What is the name of your first stuffed
animal?

Verify

.' .
sexperian

| AnswerUnlock Account Challenge |

L-------------I

What is the food you least liked as a child?

|

Unlock Account

If you...
4. Forgot your answer to the security
guestion for reset password,

Please reach out to Experian Customer
Service at cs@experian.com.

0. .
*experian.

| Answer Forgotten Password Challenge 1

h----------------l

What is the food you least liked as a child?

S.s“

Bac

e.
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Updates to
HPFLAS

features

Create Normal/Admin User

New Validation Checks
User Maintenance (for others)
Reset Password (for self)

Reset 2-Step Verification (for self)
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HOME

Create Normal/ Admin user

FOR SYSTEM New validation checks

Create Normal/ Admin User ADMINISTRATOR ST

[ Reset 2-Step Verification (for self)

User Maintenance > User Account * The account activation email will be sent to the
Maintenance. « Fill in all the required fields and new user's email address.

N . click “Save’.  Click on activation link to create the Experian 2-
Insert the User Code and click “Add”. Step Verification account within 7 days.

o Activate 2-Step Verification For Your Experian Account
USER ACCOUNT MAINTENANCE
= HRFLAS
HRPFLRAS ' Add Normal § Admin User
User / Admin User Account Maintenance .
HIHE FUHCHASE
HIRE PURCHASE ASSOEIATION F SBAPCRE Hi TEST,
ANANCE 2 LEASING ) L Uszer (0 BT R ' '
ASSOCIATION OF SINGAPORE . " _
Membar Code AHP . Mermoe: Name® . HIRE PURCHASE, FINANCE AND LEASING ASS!
Lasl Narne® B |
Add _ . At Experian, identity and data security is our utmost priority and we uphold best-in-class
Cortact No®
[Fietee - security standards. To better safeguard your Experian account, we are implementing
_ User Groug® . s O AMPAdmn ) Systom Adetin ey enhanced verification te your login process.
e ia L R e
g A o = == Rather than just asking for a Login ID and Password, an additional layer of security will
be added, like a security question answer or a One-Time Pin (OTP). This will be used to
AHPO00T | FIRST NAME LAST NAME SYSA Membsr code: AHP verify your identity each time you log in.
: Usar 1D: AHPOODS
AHPOD02 | FIRST NAN NAME 3YSA
Fous &8 curantty signad in
Member code” AHP AHFD003 | FIRST NAME LAST NAME SYSA
AHP0D04 | FIRST NAME LAST NAME SYSA Your username is AHP2303 @expnsso.com
Coerabed by Login fo Cussthet
AHP1002 | FIRST NAME LAST NAME SYSA !'e'xperic:n [}
Log Out -
AHP3134 | INDIVIDUAL NAME XXXXX3334 | STAFF
Just click below to activate your account

Activate Now

This link expires in 7 days. - e

e
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( HoME
Create Normal/ Admin user

FOR SYSTEM

New validation checks

New Validation Checks ADMINISTRATOR | SIS e

[ Reset 2-Step Verification (for self)

User ID
v/ Must be minimum 6 characters Create new Normal/ Admin user
Only alphabets or numbers allowed .
v yap User Maintenance > User Account
X Special characters NOT allowed Maintenance.
e
HPFLHE Add Nermal [ Admin User
First name / Last name (Surname) P
V Only alphabets allowed ::I-:ulha-e‘ T;EE;ULBQCHASE FINANCE AND LEASING ASS:
, Frttane 1
X Numbers or special characters NOT allowed Letne ]
Cortzc ot ]
User Group” Wear Cabpadmin O System Admin Crien
; Status* ® active
Email
|Bnc|f. :Snve|
~/ Only 1 email address allowed erter e
¥ Invalid or multiple email addresses NOT allowed rm
Lo Cut |
«/ Recommend that each user has a unique email address Opwioty g ot
SEiperian. [0)
N4 Consider to set up Okta Verify to avoid confusion if the
same email address is used for multiple users
8,
e
e\
]
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( HoME
[ Create Normal/ Admin user

FOR SYSTEM New validation checks

User Maintenance (for others) ADMINISTRATOR

User Maintenance (for others)

Reset Password (for self)

[ Reset 2-Step Verification (for self)

o Update the user details and click “Save”.
You can manage existing users under User

Maintenance > User Account Maintenance. e 2 Ee

 enable/ disable/ unlock/ delete the user

Select a user and click “Amend”. » reset password/ 2 Step verification for the user

USER ACCOUNT MAINTENANCE USER / ADMIN USER
HRFLAS LAS
User [ Admin User Account Maintanance HPF X Amend User / Admin User
HIRE PURCHASE .
FINANCE & LEASING nﬁ'ﬁgﬂgfﬁﬁr
ASSOCIATION OF SWGAPORE | o ASSOCIATION OF SINGAPORE
ember Code L L) U 3, U
RO ST User ID* : AHP0O09
REPORTS _ Member Name* :  HIRE PURCHASE, FINANCE AND LEASING ASS!
INVOICE ik First Name® : ‘TESTING |
s Feenoia romia = |
USER MAINTEMANCE Normal User. 6 Contact No* 1234567
User Code | User Name User Type Status | Update Date _
ANNUAL/AUDIT RPT Amend
INDIVIDUAL NAME 200172023 Email* : ‘NICOLE.TEE@EXPERIAN.COM
01/
DPssss | povioueL ADMINISTRATOR | ACTIVE | 20/1112% _
- User Group* o @staf O AHP Admin O system Admin Oweb
Member code: DF opaos | INDIVIDUAL NAME ADMINISTRATOR | ACTIVE | 0210372022 _ Y
User ID: DPA1245 XXHKI004 132929 Status - [ACTIVE
YYou are currently signed in. INDIVIDUAL NAME 19/01/2023 _
P26 | ynmais ADVINISTRATOR | ACTIVE | 1220/
XXNEBET 152142
INDIVIDUAL NAME 0411072022
DP5566 o NORMAL sctve |l Member code: AHP Click on this button to ENABLE user login
INDIVIDUAL NAME 260772022 User ID: AHPDOO4
DPSSST | yoouxnsssr NORMAL ACTIVE 342141 ) Inactive Click on this button to DISABLE user login
You are currently signed in.
DPin2 |V OUALNAVE | omuaL seTvE (291220
- Click on this button to UNLOCK user's account.
DFiopy | INDIVIDUAL NAME NORMAL ACTIVE | 130272022

OOX1001 16:42:27

INDIVIDUAL NAME 0411012022 Delete User Click on this button to DELETE user's account.
DPI000 | yyvux1000 NORMAL ACTIVE | 110740

INDIVIDUAL NAME 0210372022 i " " . -
DPMZZ | yiion ADMINISTRATOR | ACTIVE |55 5, Reset Password Click on this button to send RESET PASSWORD email to user. . [ ]

INDIVIDUAL NAME LOCK | 030372022
DPIO0 | ooouctoo? ADMINSTRATOR | gy)7 00:29:13 Reset 2-Step Click on this button to enable user to choose new 2-STEP VERIFICATION e
opiogs | NDWDUALNAME [ oo on | acmve | 2811272021 Verification method i.e. Security Question or Email OTP after login. [ ] ®
XO1004 18:08.08 -
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Reset Password (for self)

* You can reset password under User
Maintenance > Change Password

MEMBER MANAGEMENT

PASSWORD CHANGE

Reset Password

An email will be sent fo you with a hypertink to RESET PASSWORD.

Reset 2-Step
Verification

An email will be sent to notify you that your 2-STEP VERIFICATION option has been reset.

You will automatically receive an email

from noreply@auth-

apac.secure.experian.com.

Click on the link in the emaiil.
The link is valid for 1 hour.

a® .
*experian.

Password Reset For Your Experian Account
Hi JASON,

The password for your Experian account has been reset by your account administrator.
Please click the link below to complete the process.

Reset Password

This link expires in 1 hour.

HOME

Create Normal/ Admin user

FO R AL L New validation checks

User Maintenance (for others)

USERS Reset bassword (o

Reset 2-Step Verification (for self)

» Enter the answer to the security question
for password recovery.

* Click on “Reset Password” to submit
your answer.

ol :
 Sxperian.

Answer Forgotten Password Challenge

What is the food you least liked as a child?

Sn—— A

m
;
J
o
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HOME

Create Normal/ Admin user

FOR ALL ||
Reset Password (for self) | e

Reset 2-Step Verification (for self)

Proceed to login by selecting your

* Enter your new password. second verification method.

+ Complete the process by clicking “Reset

Upon successful login, you will be
Password”. P gin, y

redirected to the website.

!:éxperion. o )
._experlcn.

Reset your password

Password requirements: f \
A o v
At least 8 characters \
A lowercase letter \

An uppercase letter
A number

Mo parts of your username e ot N s
Select an authentication factor

Your password cannot be any of your last 13
passwords

New password o Okta Verify
|

= mail Authenticatio
Repeat password Email Authentication

u Security Question

T — )
®

Back to sign in Back to sign in
@ eo
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Reset 2-Step Verification (for self)

* You can reset 2-Step Verification under
User Maintenance > Change Password

MEMBER MANAGEMENT

PASSWORD CHANGE

Reset Password

An email will be sent fo you with a hypertink to RESET PASSWORD.

Reset 2-Step
Verification

An email will be sent to notify you that your 2-STEP VERIFICATION option has been reset.

You will automatically receive an

email from noreply@auth-

apac.secure.experian.com

informing you that the verification
method has been reset

.l- .
"experion.

Verification Method(s) Has Been Reset For Your Experian
Account

Hi NICOLE,

One or more verification methods have been reset for your Experian account

AHPO008@expnsso.com)

Details

Wednesday, March 29, 2023 5:59:58 AM UTC
Sydney, New South Wales, Australia
Performed by: SSOAPPID SSOAPPID (administrator)

HOME

Create Normal/ Admin user

New validation checks
FO R ALL User Maintenance (for others)

U S E R S Reset Password (for self)

On next login, you will need to set up MFA.

Only one method is required, however, you
can choose to setup more than one method
for your convenience.

.. .
texperian

Set up multifactor authentication

e Okta Verify

Email Authentication

° Security Question
e arensar s
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Frequently Asked Questions

* Is 2-Step Verification mandatory?
Yes. We are introducing 2-Step Verification to your login to better safeguard your Experian account.

 What happens if | don’t activate 2-Step Verification?
You will need to activate 2-Step Verification before you are able to successfully log into the Experian
platform. Do note that the activation link will expire after 7 days from the date that the email is sent.

 lcan’tlogin to my Experian account after activating 2-Step Verification. What should | do?
If you have forgotten your password, please click “Need help signing in?” followed by “Forgot Password” to
reset your password. If that still doesn't work, please contact your Administrator/ Experian Customer Service
team for assistance.

If you have any other questions related to the 2-Step Verification, please contact Experian Customer
Service at cs@experian.com for assistance.

e.
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